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SystemEssentials Spam Firewall

The SystemEssentials Spam Firewall delivers powerful, easy to
use, and affordable enterprise-class spam and virus protection.

Email has undoubtedly become a key tool for

communications among companies worldwide. However,

with frequent virus attacks and the alarming rate that spam has
been filling up inboxes, email is quickly becoming a less
efficient means of communicating. It’s time to take control

of spam.

The SystemEssentials Spam Firewall is an integrated hardware
and software solution that has the power of an enterprise-class
solution, and the ease-of-use and affordability that businesses

of all sizes demand.

Powerful, Enterprise-Class Solution

Designed by a team of veteran networking engineers, our
Spam Firewall is a powerful, enterprise-class solution,
supporting both small and large companies with the ability to
process and handle 20 million emails each day. Its architecture
leverages open source virus and spam solutions, in conjunction
with ten defence layers:

e Denial of Service and Security Protection
¢ |P Block List

¢ Rate Control

e Virus Check with Archive Decompression
e User-Specified Rules

e Spam Fingerprint Check

e Intent Analysis

e Bayesian Analysis

¢ Rule-Based Scoring

This architecture optimises the processing of each email,
which yields the performance required to process millions of
messages per day. Unlike other software solutions, our Spam
Firewall reduces the load placed on the email server by off-
loading both spam and virus filtering.

Easy to Use and Maintain

With no software to install and no modifications required to
existing email systems, installation is extremely easy, typically
taking only five minutes. Reports, statistics and graphs are also
widely available.

Energise updates are automatically retrieved by our Spam
Firewall, enabling maximum spam and virus protection while
eliminating administrative overhead

Affordable

The SystemEssentials Spam Firewall is affordable for
businesses of all sizes - small or large. There are no upfront
costs or annual renewal costs — the only charge being a small
monthly subscription to cover your domain users. This makes it
the most affordable enterprise-class spam and virus protection

solution available.

Powerful, easy to use, affordable.
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Key Features> Comprehensive Protection

Typical Deployment

v system,.
* Anti-Spoofing % } yessent|als } v
¢ Anti-Phishing
° Anti—Spyware Internet Spam Firewall Email Server
e Denial of Service Protection
¢ Directory Harvest Protection
e Outbound Email Filtering

e Compliance At SVStemEssentia|S,
Spam Filter we ensure that our customers
» Bayesian algorithms are 100% satisfied.

e Content-based filtering

e Intent Analysis

e Keyword blocking

e Multilingual/multinational

* Rate control

e RBL and DNSRBL support

¢ Rule-based scoring algorithms
* SPF & Sender ID

e Spam Filter
e \irus Filter

We invite you to call us today to learn more about how the
SystemEssentials Spam Firewall can deliver powerful, easy to
use, and affordable enterprise-class spam and virus protection
to your company.

Virus Filter Tel: 01625 217278
e Dual layer virus blocking www.systemessentials.co.uk
» Decompression of archives info@systemessentials.co.uk

e File type blocking

Public IP Spam IP Virus Virus . Spam Intent Spam
Block Lists. Block Lists. Definitions Definitions Fingerprints Database Rules
A
‘ LY v v v v v
Denial of P User Spam Spam Spam Spam E
% service & block } CRa:e I r‘f"”& I‘qﬁ’ulfz specified } fingerprint intention bayesian } rule-based }
security list CIER Gize €ize rules’ check analysis analysis scoring
Incoming Good
Emails Email

SystemEssentials Spam Firewall Defence Layers
Hourly Energise Updates



